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Episode 1
Release and Patching Strategy

105 minutes - Feb 4, 2021

Episode 2
AutoUpagrade to Oracle Database 19¢

115 minutes - Feb 20, 2021

Recorded Web Seminars

Episode 3

Performance Stability, Tips and Tricks and Underscores

https://MikeDietrichDE.com/videos

Episode 4

Migration to Oracle Multitenant

120 minutes - Mar 16. 2021

— More than 30 hours of technical content,
Epoue 3 - - on-demand, anytime, anywhere

Migration Strategies - Insights, Tips and Secrets

120 minutes —Mar 25, 2021

Episode 6

Move to the Cloud - Not only For techies

115 minutes - Apr 8, 2021 - : O
Apr = '



https://mikedietrichde.com/videos
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My database is
not facing the internet
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What Do | Need to Apply?
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You always start with the base release

* QOracle Grid Infrastructure 19.3.0
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LU
Most Recent Release Update

Use the Patch Download Assistant MOS Note: 2118136.2

(O Oracle Database Release Updates (RUs)
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=2118136.2

Most Important Patches

Oracle Database 19¢ Important Recommended One-off Patches (Doc ID 555.1)

]

Recommended Patches for 19.21 GI Home

Below is the list of important patches to consider applying on top of 19.21. In addition to the relevant patches listed below, you should also review
patches in Database PSU/BP/Update/Revision - Known Issues Primary Note(Doc ID 1227443.1) and Oracle Database Patches to Consider for 19c (Doc ID

2781612.2) which contains patches to consider for specific areas such as Data Pump, Golden gate etc.

Only one OCW (Oracle Clusterware) patch should be applied to GI homes. Ensure you apply the patch starting with X8M if you are on an X8M system

Fixed Fixed in NON
Bug in RU 1MRP Description iPat:ches ROLLING [Added
| Not |[VOS] Linux: ORA-800 / Set Priority / DB Performance 1[" « =
35739076 s Merge Patch for 19.21 (Requires Root Access) - ez :
Applicable 3 186265 34318125 patches] G203

Version GI 19.21_555.1: 35739076
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=555.1

It you don't apply a recent Release Update,
@ you will miss hundreds of fixes
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Together or separately
.. that's the question

Patching Oracle Grid Infrastructure and Oracle Database
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Patching Gl and DB together?

Option 1
TOGETHER

One maintenance window
Longer, single patching window
Several changes

When draining is a problem
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Option 2
SEPARATELY

Two maintenance windows
Shorter window, but longer overall patching
One change at a time

For well-behaving applications




X

Grid Infrastructure Patching Methods

INn-place

1 Replaces existing Oracle Home
Uses opatchauto

2 Out-of-place
Creates a new Oracle Home
Uses opatchauto or gridSetup
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https://dohdatabase.com/how-to-patch-oracle-grid-infrastructure-19c-using-in-place-opatchauto
https://dohdatabase.com/how-to-patch-oracle-grid-infrastructure-19c-using-out-of-place-opatchauto/
https://dohdatabase.com/how-to-patch-oracle-grid-infrastructure-19c-using-out-of-place-method

2 Out-of-place
Creates a new Oracle Home
Uses opatchauto or gridSetup
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https://dohdatabase.com/how-to-patch-oracle-grid-infrastructure-19c-using-in-place-opatchauto
https://dohdatabase.com/how-to-patch-oracle-grid-infrastructure-19c-using-out-of-place-opatchauto/
https://dohdatabase.com/how-to-patch-oracle-grid-infrastructure-19c-using-out-of-place-method

Tim Hall @) +wm
i @oraclebase
When patching your production Oracle GI/DB
installations, which method do you use?

In-Place = Current ORACLE_HOME
Out-Of-Place = New ORACLE_HOME

If you don't look after have production kit, then don't
answer.

Out-Of-Place
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Use Out-Of-Place Patching

 Minimize downtime
« Minimize risk during outage
e FEasier rollback
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Use golden images

» Blog post
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https://dohdatabase.com/2023/07/24/how-to-clone-oracle-grid-infrastructure-home-using-golden-images/

unzip -oqgq LINUX.X64 193000 db home.zip
mv OPatch OPatch old
unzip p6880880...zip
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--Install the Oracle Home and apply Release Update and one-offs
--Specify multiple one-offs using comma-separated list

./gridSetup.sh -silent -applyRU <patch dir> \
-applyOneOffs <patch dir> \
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./gridSetup.sh -createGoldImage \
-destinationlLocation $GOLDIMAGEDIR \
-silent

20 Copyright © 2023, Oracle and/or its affiliates




unzip -oq my_ golden image.zip
./gridSetup.sh -silent \
oracle.install.db.CLUSTER NODES=nodel,node2 \
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Demo

Install GI home
Apply Release Update
Create golden image

Watch on YouTube
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https://youtu.be/eR2KGFmBBUE

Grid Infrastructure Patching




Patching a cluster requires passwordless
SSH connection between the nodes

* You can disable it after patching
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Grid Infrastructure Patching Concepts

ALL NODE

« All nodes patched at one time

* Onelong database outage

« Works for all patches, including non-rolling
« (Cluster at full capacity except for outage

Rolling Patch - OPatch Support for RAC (Doc ID 2442411)
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MINIMUM DOWNTIME

* Nodes patched in two batches
* One short database outage
» Works for all patches, including non-rolling

e (Other nodes must handle workload
while another batch is patched

Rolling Patch - OPatch Support for RAC (Doc ID 2442411)
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ROLLING

« Each node patched separately
* No database outage
« Patch must be RAC rolling installable

e (Other nodes must handle workload
while one node is patched

Rolling Patch - OPatch Support for RAC (Doc ID 2442411)
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ROLLING IN GROUPS

« Patch a subset together

« Useful when draining is a problem

| « No database outage

« Patch must be RAC rolling installable

» (Other nodes must handle workload
—— while one node is patched

Rolling Patch - OPatch Support for RAC (Doc ID 2442411)
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RAC Rolling Patching

(g\ +— User

T | L-!““—!—'e;— Covvections

8 B BB B 88— Zustances

Felfale [Elfal@ fela® @roek Homes
g § %Q—Nodcs
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Clone Oracle Home
Patch Oracle Home
Move to new Oracle Home

Execute datapatch




Demo

Patch a 2-node RAC system
Gl and database

Watch on YouTube
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https://youtu.be/O3-YhB1b37c

Complete a rolling patching operation
always as quickly as possible

« RAC: Frequently Asked Questions (Doc ID 220970.1)
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=220970.1

All patching operations should be completed on

all Oracle Real Application Clusters (RAC) instances
as quickly as possible.

}aea/ly within 24 hours

RAC: Frequently Asked Questions (RAC FAQ) (Doc ID 220970.1)
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=220970.1

Rolling patching requires efficient draining

« Optionally, consider a batched approach
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2, DRAINING

il <— #AN event
l = = = » Allows users to finish their work
= = = = and reconnect to another instance
/\ | | | * New sessions connect to other instances
Ins-l-aw | * Sessions that don't drain in time
Yoing doyy are forcefully terminated
« Controlled by drain_timeout parameter
S in srvctl and DBMS SERVICE
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https://docs.oracle.com/en/database/oracle/oracle-database/19/racad/server-control-utility-reference.html
https://docs.oracle.com/en/database/oracle/oracle-database/19/arpls/DBMS_SERVICE.html

Drain Timeout

Setting drain_timeout Setting drain_timeout

very low? very high?

« This may cause login storms « Loadis spread on fewer instances

« Be cautions on databases with many * Clusterisin rolling patch mode for an
connections extended period of time

35 Copyright © 2023, Oracle and/or its affiliates




Application should connect to database
using a custom service

e Usesrvctl add service
 Don't use the default service
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https://docs.oracle.com/en/database/oracle/oracle-database/19/racad/server-control-utility-reference.html

Grid Infrastructure | Data Guard

2 & ALTERNATIVE
@ @© ® @
% % « If drainingis a problem
= = = m «  Downtime limited to a switchover
| ‘ | ‘  Test your Data Guard configuration
s [N —
— I =
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Data Guard | Additional Information

INTERVIEW WITH LUDOVICO CALDERA

[ > ) Ludovico is Data Guard Product Manager and
he shares his top tips for patching Oracle Grid Infrastructure and Data Guard

PATCHING ORACLE GRID INFRASTRUCTURE AND ORACLE DATA GUARD

Blog post with additional details plus instructions on
how to patch Gl and database at the same time when you have Data Guard

[
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https://www.youtube.com/watch?v=yGgp9ArXAy0
https://dohdatabase.com/2023/03/22/patching-oracle-grid-infrastructure-and-oracle-data-guard/

Safely test and verity patches with
Standby-First Patch Apply

« Data Guard Standby-First Patch Apply (Doc ID 1265700.1)
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https://support.oracle.com/epmos/faces/DocumentDisplay?id=1265700.1

Patch must Standby-First installable

« (Check the patch readme
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Execute datapatch on the
@ primary database

« Only execute datapatch when all homes are on the new patch
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Find additional restrictions in Data Guard
Standby-First Patch Apply (Doc ID 1265700.1)



https://support.oracle.com/epmos/faces/DocumentDisplay?id=1265700.1
https://support.oracle.com/epmos/faces/DocumentDisplay?id=1265700.1

Comply with Maximum Availability
Architecture (MAA) principles

Continuous Availability - MAA Checklist for Applications for the Oracle Database
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https://www.oracle.com/technetwork/database/options/clustering/applicationcontinuity/learnmore/ac-generic-checklist-4419403.pdf

44

top tips
PATCHING SUCCESS

Cluster Verification Utility

Patch Level

Application Continuity

OPatch

Copyright © 2023, Oracle and/or its affiliates

Use CVU before and after patching

Preferably through EXAchk or ORAchk

|dentifies potential issues
Light-weight, non-intrusive

Always use the latest version



https://www.oracle.com/database/technologies/cvu-downloads.html
https://docs.oracle.com/en/engineered-systems/health-diagnostics/exachk/index.html
https://docs.oracle.com/en/engineered-systems/health-diagnostics/exachk/index.html

$ cluvfy stage -pre patch
Performing following verification checks
cluster upgrade state ...PASSED

OLR Integrity ...PASSED
Hosts File ...PASSED

Check for parameter kernel.shmmni ...PASSED
/tmp directory free space ...PASSED

Check for parameter kernel.shmall ...PASSED
ORAchk checks ...PASSED

Pre-check for Patch Application was successful.
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top tips
PATCHING SUCCESS

Cluster Verification Utility Apply patches regularly

Apply recent Release Updates

Patch Level
Apply MRPs

Application Continuity Keep Gl and DB patch levels in sync

OPatch

46 Copyright © 2023, Oracle and/or its affiliates


https://mikedietrichde.com/2017/04/26/keep-your-patch-versions-between-grid-infrastructure-and-databases-homes-in-synch/

top tips
PATCHING SUCCESS

Cluster Verification Utility

Patch Level Completely hide interruptions from users

Hides planned and unplanned events

Application Continuity

Comply with MAA guidelines

OPatch See also Transparent Application Continuity
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https://docs.oracle.com/en/database/oracle/oracle-database/19/racad/ensuring-application-continuity.html
https://www.oracle.com/technetwork/database/options/clustering/applicationcontinuity/learnmore/ac-generic-checklist-4419403.pdf
https://docs.oracle.com/en/database/oracle/oracle-database/19/racad/ensuring-application-continuity.html
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top tips
PATCHING SUCCESS

Cluster Verification Utility
Patch Level

Application Continuity

(0]:F1{d,]
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Always use the latest version of OPatch

Use in Gl and DB homes



https://support.oracle.com/epmos/faces/DocumentDisplay?id=274526.1

You don't need to apply
OJVM patches to Gl Homes

» Details in blog post
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https://mikedietrichde.com/2020/01/24/do-you-need-to-apply-ojvm-patches-to-grid-infrastructure/

Can you make it @even
even
even



[oracle@centos39-oracle817 oracle]$ |



Thank You
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